
Meeting the complete and 
varied security needs of the 
utility sector 

PROTECTING YOUR COMPANY’S PRESENT AND 
FUTURE INTERESTS

Security Solutions For Utilities
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Security Solutions Designed To Boost 
Protection, Productivity And Profitability

The utility sector, like many others, is facing a range of pressures as it seeks to meet the challenges it faces whilst 
also taking advantage of new opportunities. Security and safety play a key role in responding to these changes. For 
instance, it can help you to improve your:

Our solutions provide the perfect balance for the differing needs of protection, productivity and profitability, so that 
your company can focus on its core business activities. The result is:

• A lower risk of incidents

• Higher cost savings

• More efficient operations

Ultimately, Honeywell’s solutions ensure that your people, your assets and your facilities are fully protected and can 
operate at maximum efficiency.

This includes protection 
for every aspect of your 

operations (including remote 
sites) to ensure that there is 

no disruption to your everyday 
business.

Protection
Effective security solutions will 

not only boost productivity 
but will also reduce losses 
and save you time, trouble 

and money.  

In each case, Honeywell’s versatile and integrated security solutions are the ideal answer for utility companies of all 
sizes, whether local, national or global.

Profitability
A high but unobtrusive level 

of security helps to boost the 
efficiency and productivity of 

your workforce.

Productivity

Honeywell Security Solutions

Risk 
Management

Intruder Alarm 
Systems

Integrated 
Systems

Access Control 
Systems

Video 
Technology

Escape Route 
Technology
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Industry Challenges

The Role Of Security

The utilities sector is facing a period of 
unprecedented change, due to uncertain 
economic conditions, changes in demand 
and changing customer behaviour.

For example, the recent economic crisis has 
resulted in a lower demand for power and 
utilities in many countries. This has been 
exacerbated by the unpredictable nature 
of requirements for power generation and 
further difficulties caused by new regulations, 
higher taxes and depressed wholesale prices 
in many countries.

Meanwhile, there are also more specific 
pressures – for instance, telecom companies 
face pressure on margins from decreasing 
mobile revenues.

These pressures mean that utility companies need to cut costs and boost revenues whilst also reducing the overall 
level of risk. Honeywell’s security solutions can help on all three counts:

Costs
Our solutions can help to 
reduce the cost of your 
operations by ensuring 

the safety of your staff and 
premises  whilst also reducing 
loss through theft, fraud and 

wilful damage.

Revenues 
Despite current difficulties, the 
utilities sector needs to invest 
in new plants that are safer 

and more secure, to enhance 
a streamlined operation. 

Security also helps to ensure 
the reliability of supplies, 

which in turn helps to boost 
revenues.

Risk
Strong levels of security and 

safety reduce the risk of 
potentially disruptive incidents. 

Our solutions protect all 
aspects of your activities, from 
your headquarters through to 

remote substations.

$ !
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The Key Issues

A wide and varied range of potential security issues have to be addressed by utility companies. Honeywell offers a 
complete and fully integrated security solution that will meet all of these needs, representing great value for money in 
addition to the convenience that comes from having a single, trusted supplier. 

The main security issues facing utility companies include:

• Damage - including terrorism, sabotage, vandalism and other physical damage.

• Fraud - including internal and external theft.

• Safety and security - including perimeter protection, access control, and the protection of remote locations.

• People and processes - including workplace safety, health and safety, system failure and process management.

Multi-site, multi 
national security

Advanced integrations: 
Prowatch, WIN-PAK, Video 
Analytics

Intgrated Solutions 
WIN-PAK, Galaxy, 
Fusion, MAXPRO, 
Active Alert

Mid: to low end security 
solutions:
Mid - WIN-PAK XE, 
Galaxy, MAXPRO NVR & 
MAXPRO VMS, Video 
Analytics, equIP S Range 
IP-camera’s

Low-end: NetAXS-123, 
Galaxy, MAXPRO NVR, 
Performance Range 
IP-camera’s

Mid: to low end security 
solutions:
Mid - WIN-PAK XE, 
Galaxy, MAXPRO NVR & 
MAXPRO VMS, Video 
Analytics, equIP S Range 
IP-camera’s

Low-end: NetAXS-123, 
Galaxy, MAXPRO NVR, 
Performance Range 
IP-camera’s

 Power Generation Transformers & 
Distribution

Retail & Customer 
Operation

Corporate 
Services

e308392
Sticky Note
multi-national

e308392
Sticky Note
Pro-Watch®

e308392
Sticky Note
WIN-PAK®

e308392
Sticky Note
Galaxy®

e308392
Sticky Note
MAXPRO®

e308392
Sticky Note
Active Alert®

e308392
Sticky Note
equIP®.....

e308392
Sticky Note
NetAXS-123®
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The Bigger Picture

Honeywell Complete Security: From Entry To Enterprise

The industry is also facing a wider, worldwide ‘triple challenge’:

• The need to improve environmental performance.

• The need to keep any price increases as low as possible for consumers.

• The need to maintain system reliability, all day, every day.

For each and all of the key issues and challenges facing the industry, Honeywell has already developed effective and 
versatile security solutions. This is why so many of the world’s leading utility companies trust our systems to protect 
their property, people and assets.



6 | Security solutions for the utilities sector

The Right Solution For 
The Right Need
Each security issue facing the utility sector needs a specific solution to ensure a smooth and continuing operation. 
However, all of Honeywell’s solutions integrate together seamlessly to provide easier monitoring, management and 
control. Here are the main security-related issues faced by utility companies and the solutions we provide:

1 Operational Excellence And Higher Productivity

 Operational Excellence

The need: Operational efficiency and a high level of availability are essential 
requirements for all utility companies.

Our solution: Our integrated access control and visitor management systems 
enable you to track the location of any individuals (including visitors) within a building. 
These systems can also be used in a roll call in the event of a fire and our integrated 
cameras can be used to ensure the continuance of operations.

 Productivity 

The need: At a time of lower revenues and tight margins, utility companies need to 
find new ways of boosting their productivity.

Our solution: Our complete security management systems combine access control, 
alarm monitoring, badging and video surveillance – all in a single user interface. This 
enables all aspects of security to be managed centrally whilst also allowing local 
autonomy. Providing proper protection for your people, premises and assets enables 
your plant to operate at full capacity at all times.
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The Right Solution For 
The Right Need

2 Cost Savings And Compliance

 Costs

The need: Theft, fraud and damage to property can all lead to major financial losses. 
Utility companies need security systems that can prevent these issues from arising, 
saving both time and money.

Our solution: We can boost your efficiency by automating a range of manual 
processes and reports. Honeywell’s video and cloud solutions, combined with 
sophisticated video analytics, can be used to monitor and protect remote sites. 
Video analysis can determine whether any potential threat is a real danger or whether 
it is just a harmless occurrence.ensure the continuance of operations.

 Compliance

The need: The utility sector is tightly governed and faces continuing regulatory 
changes (such as those mandated by Sarbanes Oxley). New government initiatives 
such as EPCIP (the European Programme for Critical Infrastructure Protection) also 
demand that utility companies act rapidly to develop suitable security standards in 
light of the new threats that are emerging. Companies must therefore ensure that 
they can react rapidly to the latest changes. Non-compliance could have an impact 
on stock values and could also lead to very heavy fines. Organisations could see 
their brand image suffer or could even lose their business licence.

Our solution: Honeywell not only has a wide range of versatile security solutions 
but also offers systems such as Pro-Watch security management. This makes life 
much simpler for managers, as it includes tools that can rapidly provide the data and 
reports needed for audits.

$
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3 Protection

 Perimeters And Premises

The need: Utilities are prime targets for terrorists and criminals, as so many 
people and businesses depend upon the services they provide. Their premises 
and perimeters therefore need to be well protected against any threat. Most utility 
companies also have a wide array of facilities that are located in remote locations 
and are often unmanned and unguarded – such as sub-stations, water pumping 
stations and telecom antennas. This means that the basic infrastructure is particularly 
vulnerable to acts of vandalism, theft, sabotage or even terrorism.

Our solution: We offer integrated security solutions that include intrusion detection, 
access control, radar and video analytics. We also have solutions that incorporate 
video analytics and cloud for monitoring remote and temporary sites.

 Access And Assets

The need: Unauthorised access has become a key issue in many utility sites, 
potentially affecting the security of the transmission and distribution infrastructure. 
Intruders can steal items or cause damage to equipment and facilities. This can result 
in a loss in the asset value, reduced reliability of the assets and potential safety and 
environmental concerns. Other pan-European issues include the theft of copper from 
utility sites.

Our solution: We can offer a complete electronic security system (including access 
control and intruder detection). This means that a single system from a trusted 
supplier can meet all of your needs, safeguarding the entire scope of your utility 
activities - from generation and distribution through to remote locations. Our security 
management products enable you to manage the security of different sites (even in 
different countries) from a central location.
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4 Security Here, There And Everywhere!

 Honeywell offers a comprehensive choice of security solutions,  
 ranging from easy to install, standalone, entry-level systems  
 through to high-end, fully integrated solutions for more 
 complex sites.

The need: Organisations in the utility sector often have to cover both local, 
regional and even global needs. This can potentially give rise to a complex array of 
contractors, vendors, suppliers and employees, with facilities and services that have 
to comply with both local and global regulations. 

 These companies often require security systems installed in sites a long distance  
 away from the main centre of operations, so they need to ensure that these   
 installations are of a consistently high quality. They also want an integrator that can  
 provide a single point of contact for multi-site, multi-national installations.

Our solution: We offer integrated security solutions that include intrusion detection, 
access control, radar and video analytics. We also have solutions that incorporate 
video analytics and cloud for monitoring remote and temporary sites.
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Identifying The Right Solutions

Different utility companies of various types and sizes have different security issues. Honeywell’s solutions can be 
tailored to meet these specific needs. This illustration just shows an example of the possibilities available with an 
integrated security system.
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Identifying The Right Solutions

Honeywell Security Group

• Honeywell Security Group has over 7,100 employees in over 100 countries. We are present in over 16 countries  
 in Europe, the Middle East & Africa, and our headquarters is located in Mougins, France.  

• We have over 40 years’ experience in the security business, and we have the people, the skills and the 1   
 resources needed to deliver unparalleled levels of support. 

• We strive for operational excellence in everything we do: we believe that we can make a real difference by  
 delivering the highest quality solutions in the best possible way for our customers.

Experience
We are a well-established 

player in the security industry 
and have a strong track record   
 of working with a wide 

variety of companies in the 
utilities sector, including many 

blue-chip clients. 

People
We build a close working 

relationship with our 
customers to ensure that 

their systems evolve to meet 
changing industry needs. 

We want to be your 
long-term partner, providing 

highly effective, future-proof  
 solutions for your company.

Solutions
We provide a one-stop shop 
for electronic security. Our 
comprehensive product 

range of intruder detection, 
video surveillance and 

access control systems can 
be integrated to meet your 

specific needs.
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Tel: 08448 000 235
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www.honeywell.com/security/uk

Russia
Россия, Москва, Киевская ул., д. 7
Тел: +7 (495) 797-93-71
Факс: +7 (495) 796-98-93
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1198, Avenue du Docteur Maurice Donat
BP1219
06254 Mougins cedex
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Tel: + 33 (0)4 92 94 29 50
Fax: + 33 (0)4 92 94 29 60

Immeuble Lavoisier
Parc de Haute Technologie
3-7 rue Georges Besse
92160 Antony
France
Tel: 01 40 96 20 50
Fax: 01 40 96 20 60
www.honeywell.com/security/fr

Germany
Novar GmbH
Johannes-Mauthe-Str.14
72458 Albstadt
Deutschland
Tel: +49 (0) 7431/801-0
Fax: +49 (0) 7431/801-1220
www.honeywell.com/security/de

Netherlands
Ampèrestraat 41
1446 TR Purmerend
Nederland
Tel: +31 (0) 299 410 200
Fax: +31 (0) 299 410 201
www.honeywell.com/security/nl

Italy
Via della Resistenza, 53/59
20090 Buccinasco
Milano
Italia
Tel: +39 (0) 248 880 51
Fax: +39 02 4888 05533
www.honeywell.com/security/it

South Africa
5 Platinum Close
Longmeadow Business Estate East
Modderfontein
Johannesburg
South Africa
Tel: +27 (0)11 574 2522
Fax: +27 (0) 11 574 2539
www.honeywell.com/security/za

Spain
Avenida de Italia, nº7, 2ª planta
C.T. Coslada
28821 Coslada
Madrid
España
Tel: +34 902 667 800
Fax: +34 902 932 503
www.honeywell.com/security/es

Middle East
Emaar Business Park, Sheikh Zayed 
Road Building No. 2, 3rd Floor, Office 
No. 301
Post Office Box 232362
Dubai
United Arab Emirates
Tel: +971 4 450 5800
Fax: +971 4 450 5900
www.honeywell.com/security/me
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please visit www.honeywell.com
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