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Protection for Computers and Server Rooms

Description and Purpose

Figure 1: Server Room Supervision

High-speed communications and networking are a requirement in today’s business environment. Modern commercial facilities include communication centers and computer server rooms.  Rooms that house server equipment are environmentally controlled clean rooms requiring planning that extends beyond just security and access control. Vista 32, 128, and 250 series control panels can notify the IT Staff of trouble in the server room before a server fails, saving thousands of dollars in employee wages. 

Using the Vista controller, you can:

· Monitor the condition of both occupied and unoccupied facilities

· Monitor Threshold Levels for temperature and humidity

· Monitor power and battery status of UPS system

· Sense and report power failures to the IT Staff 

· Sense water levels in drip pans for air conditioning ductwork.

· Notify IT administrators of network outages.

· Sense and report unauthorized intrusion into the server room

Help your client to manage risks of server failures, Use the VISTA 128, and 250 series controls to supervise the status of the server room.

User Benefits

Preventing failures controls the cost: Unplanned costs can soar when servers or communication equipment stop working while employees are on the clock. For example, imagine the cost of 12 employees during a server failure of just two hours. If the average rate of pay was $20.00 per hour, a single two-hour outage would cost the business $480.00. How many server failures will a business tolerate each year? The system can minimize a business’s exposure to unplanned costs related to server equipment failure.

Additional security: The system keeps unwatched doors locked, and warns users if doors are left propped open. Propped doors invite privacy problems with sensitive documentation or other personal data. Minimize this threat by keeping doors leading to sensitive data locked. 

Keep a video record: The system’s optional camera switcher can activate a camera each time the server room door is opened, when an alarm occurs, each time an unauthorized access occurs, and you can switch to a camera by simply pressing a button. This allows for central monitoring of all activities in and around the server room.

Helps to prevent unauthorized entry by employees or others into secure areas: The system minimizes employee traffic, allowing entry only into areas where authorized.

Prevent unauthorized entry outside of desired time schedules: After hours, VistaKey can automatically reduce or increase a user’s authority into normal working areas based upon predetermined schedules assigned to the individual.

Supervise the temperature: Computers and communications equipment generate a great deal of heat. Server rooms must be air conditioned to keep equipment from overheating. The system can supervise this important status.

Watch over the humidity level: High humidity can be a danger to electronic equipment. Leaving a door propped open can allow warm, moist air to enter the server room, causing immediate condensation on circuit boards and components. The system can warn you when the humidity is high, so you can adjust humidity levels as needed. The system can also automatically adjust levels in humidity when connected to switch on dehumidifiers and other air conditioning appliances.

Detect and report power failures: Power failures can disable computer equipment. The system can sense when power fails or when UPS battery trouble exists. This helps the IT Staff to keep backup power sources in working condition.

Watch out for leaks and floods: Air conditioning ducts can condense moisture that drips. Drip pans capture the water before it damages ceiling tiles or electronic components below. In the dusty environment above the ceiling tiles, drip pan drains become clogged through time, allowing drip pans to fill beyond capacity. The system can notify your IT Staff when water builds up in drip pans.

Detecting network presence: If upstream components fail, the network can be disconnected from workstations in the business. The system can sense when a network failure occurs. The central monitoring station can contact the IT Staff immediately in the event of a network failure.

Log who enters: Because the server can contain sensitive data like employee and payroll records, keeping track of those who enter the server room is a must. The system can track when authorized users enter the server room. It can also notify the monitoring station in the event of forced entry into the server room.

Why Honeywell is Better

Honeywell’s Server Room Supervision application is flexible and fits into any server room or communications center. The system is remarkably:

· Easy to install

· Easy to program

· Easy to operate

· Easy to understand
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Figure 2: System Components for Server Rooms

Keeping server and communications equipment on line keeps the business open: When servers and communications equipment fail, it can interrupt normal financial activities like transactions and credit card approval, point-of-sale information, data entry, word processing, and other normal daily activities. The system can watch out for the most likely reasons for physical failure of server room and communications equipment in commercial locations.

Fewer cables between main control panel and distant doors: Honeywell’s detection devices use a single pair of wires to connect the door controller to the main system panel. This dramatically reduces the costs of labor, conduit, fasters, and cable, which translates to maximum protection for minimum costs. 

Optional Equipment

To use the Server Room Protection application in a system, use the following items:

· VISTA Control Panel: 
Vista 32FB, Vista 128BP or Vista 250BP Control

· Video Controller: Local and remote Network Surveillance Optiflex Video Controller.

· Access Control: VistaKey, 4100SM and 6220 Printer

· Temperature Threshold supervision: TS300 Temperature Sensor with 4193SN
· Humidity Threshold supervision: HA-1 Humidity Sensor with 4193SN
· Leaks and Floods: 470-12 Water Sensor with 4193SN (Requires 12VDC power)

· Intrusion Detection Motion: 2260SN Dual-Tec PIR and Micro Wave Motion Detector. 

· Intrusion Detection Door Contact: 4191SN with 4191WA for Steel Frame Doors. 

· Intrusion Detection Glass Break: FG1625SN FlexGuard Glass break detector. 

· Emergency Alert Button: 269SN Panic Button. 

· UPS Trouble Indication: 4193SN

 for each UPS System trouble output. 
 
· Camera Surveillance Integration: VistaView-SK Camera Switcher Module, or Optiflex network camera system.

· Smoke and Heat Detection: 5192SDT Smoke Detector with 135F Heat Detector. (Requires VISTA fire alarm control panel)

· Local Alarm Sounder: Wave4 Siren.  12VDC. 106dB @ 10 Ft.

End-user Examples

Server room supervision services are beneficial for all businesses or facilities that have a designated room for locating server room computers and communication equipment. 
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Marketing Resources

We offer many valuable resources and ways to help you successfully market Access Control. While connected to the Internet, click on the links below to learn about great resources we provide. 

Web Site

Honeywell offers a wide variety of documentation for your support.

For more information about commercial products, see our Web site.

To retrieve literature and information, see the Documentation page.

Design and Technical Support

Technical Support is available between 8:00 am and 9:00 pm EST, Monday though Friday. Contact our Technical Support Line by calling 800-645-7492.
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